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1 Introduction

One of the unique features of the IONODES PERCEPT Body Camera is that it is an open platform
device, allowing for integration with industry-leading VMS solutions such as Genetec™ Security
Center (GSQ). It implements extensive features of ONVIF profiles G, S and T, along with flexible
network configurations (LAN, Wi-Fi, 4G/LTE) for live video and edge recording retrieval.

This integration is supported as of IONODES PERCEPT firmware 10.3.0.12 and has been validated
with GSC 5.8 GA and higher. This document shows steps required for a simple integration
scenario. Integrators should adjust to their specific needs and system environment.

2 Typical Deployment

— . _— ((B» e

Wi-Fi Access Point

Local VMS via Onvif

Il

Ethernet to LAN from
Docking Station

A typical deployment scenario includes the PERCEPT Body Camera, a Docking Station , a Wi-Fi
access point, LAN infrastructure and the local VMS (GSC in this case). The PERCEPT Body Camera
can record data either directly to GSC through Wi-Fi streaming, or to its internal memory and later
offload recordings to GSC via Wi-Fi or the Docking Station’s wired Ethernet.
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3 Configuring the PERCEPT Body Camera

To get started, you'll need to initialize the PERCEPT Body Camera’s network connectivity with the
Video Management System (VMS) via Wi-Fi. Refer to the PERCEPT Quick Start Guide for network
initialization instructions.

Note: Instructions in this guide assume the PERCEPT Body Camera’s initial state is set to factory
default. If the body camera was previously used, itis recommended to reset it before integrating
it with GSC.

3.1 Create a new dedicated ONVIF user (recommended)

The default administrator account can be used for integrating the body camera to the VMS.
However, it is recommended to create a dedicated ONVIF user account for this purpose. The role
“Superuser” gives the account permissions for almost everything (the only exception is managing
other users on the device). This role is required to perform firmware upgrades from GSC.

= |0 NODES PERCEPT-BWC v103012 gl adminisirator
SECURITY
USER ACCOUNTS
Users:
NEW USER

Usemame:
Password:

Confirm:

Us:

Power user
Super user
Adminisirator

6 ‘ Creale User | | Cancel |

1. Once logged into the PERCEPT Body Camera’s Web GUI, click on the Security page
2. Click on the Create User button

www.ionodes.com | support@ionodes.com



PERCEPT

In the New User pop-up window, enter Username
Enter Password and repeat it to confirm

Select Super user Role

Click on Create User

o v kW

3.2 Configure video profiles

The PERCEPT Body Camera supports two (2) H.264/265 video encoder profiles and one (1) MJPEG
profile. Each profile enabled in the PERCEPT Body Camera will be accessible to GSC.

lo N O D E S PERCEFT-BWC vi03012 @ omviFuser

CONFIGURATION

Configuration 1 System  Network Video  Microphone  Speaker  Recorder  Integration

2 GENERAL

¥ PROFILE 1
H264, 2.3 MP, 2000 KBPS, 15 FPS

Enable Encoder

Encoder Type: v
Resolution: v
Frame Rate: 15 v s

Target Bit Rate: 2000 {10 - 20000) Kbps

| Set Optimal Target Bit Rate

Show Advanced Settings |

» PROFILE 2
H265, 8.3 MP, 4096 KBPS, 30 FPS

¥ PROFILE 3
MJPEG, 2.3 MP, 2 FPS, 85 %

1. From the Configuration page
2. Select the Video tab
3. Enable and configure each video profile as required
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Note: The Encoder Type (codec) and enabled profiles are detected by GSC when integrating the body
camera. These settings must therefore be configured in the PERCEPT Body Camera before
adding the device to GSC. Changing Encoder Type will reboot the device.

Note: Once added, modifications should only be done from within GSC's Config Tool and not from the
device's web interface.

3.3 Setup local recording on the body camera

A wn =

IO NODES

CONFIGURATION 2

o] Recorder

1

Configuration Network

3

General Media Recording

System Video Microphone Speaker Integration

Image Recording

2> GENERAL

¥ VIDEO RECORDING

Video Profile: Profile 1 (H.264)

v

Enable Pre-Recording
Video Profile Profile1(t v

Duration: 60 (30 - 120)sec

*The pre-recording duration may be shorter than that
configured if the video video bit rate is high

Enable Post-Recording

Duration:

B Mute Audio

From the Configuration page

Select the Recorder tab

Select the Media Recording subtab

Select the Video Profile for edge/onboard storage recording.

PERCEPT-BWC v10.3.0.12 ‘ onvif-user

Note:

Profile 3 (MJPEG) is not supported for edge/onboard storage recording. To use local recording
on the PERCEPT Body Camera, Profile #1 and/or Profile #2 must be enabled.
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3.4 Disable orientation metadata

The PERCEPT Body Camera includes orientation metadata used by some video rendering software
for stabilization of dewarped image. This feature is not supported by Genetec™ Security Desk and
must be disabled in the body camera.

— |O NODES PERCEPT-BWC v103.0.12 @ onvif-user

CONFIGURATION
2

o] Configuration 1 System Network Video Microphone Speaker Recorder Integration

¥ GENERAL

Include resolution in thermal throttling

Automatically adjusts frame rate in low light condition
Il Force 25 Fps On The Sensor

[l Orientation Enable

2 PROFILE 1

H264, 2.3 MP, 2000 KBPS, 15 FPS

> PROFILE 2
H265, 8.3 MP, 4096 KBPS, 30 FPS

> PROFILE 3
MJPEG, 23 MP, 2FPS, 85 %

1. From the Configuration page
2. Select the Video tab
3. Uncheck the Orientation Enable box
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3.5 Enable docking station data transfer

When using a PERCEPT-DCK docking station for offloading data to the VMS, the user needs to
ensure that Online Mode (data transfer via Ethernet) is enabled.

= |o NODES PERCEFTEWC v103012 @ onviluser

CONFIGURATION

o Configuration 1 System Network Video Microphone Speaker Recorder Integration

> GENERAL

> NTP CONFIGURATION
> SECURITY

» DEVICE

“~ DOCKING STATION

Enable Online Mode

The Ethemet connection is activated when thresholds are
reached.

Minimum Battery Level: 20 (20 - 50) %
Minimum battery level to allow the online mode

Starting Online Mode 20
Offset:

Online mode wi
minimum battery

Network Transfer 300 (120 - 600) sec
Inactivity Timeout

Timeout to switch in charging mode if no playback activity is
running

Charging Timeout: 1800 (600 - 2700) sec
Timeout in charging mode to switch in online mode

B Allow Live Media Streaming When Docked

B Allow Recorded Playback and Clip Download Over WIFI When Docked

1. From the Configuration page
2. Select the System tab
3. Select the Docking Station subtab and make sure that “Enable Online Mode” is checked

Note: If edge retrieval is enabled, it can create a bandwidth surge of more than 200Mbps when the
body camera starts offloading data to the VMS. Please ensure that the network can handle the
increased traffic.

Note: For configuring advanced settings related to the behavior of the Docking Station please refer to
the PERCEPT Docking Station user manual.
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4 Integrating the PERCEPT Body Camera with Security Center

Now that the PERCEPT Body Camera is configured, it's time to integrate it to Genetec Security
Center (GSC). This section describes the steps to enable various features of this integration using
a basic setup of GSC 5.10. These instructions must be adapted to each user’s specific system.

4.1 Add the PERCEPT Body Camera

Step 1 - Config Tool

1. In the GSC Config Tool, click on the Tasks page
2. Click on Video to add devices
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Step 2 - Add the PERCEPT Body Camera

® Rolesand units = Archive transfer [ Modules

| Y
4 ® DESKTOP-LS3040E
» = Archiver
* ") Auis Support
? Media Gateway
—:_‘ Media Router
2 Unit Assistant

2

+ Videounit ~ | % Unit enrcliment

ok wbh =

% Cloud Storage

Manual ads

Manufacturer: ||© ONVIF

Product type: | All

1P address] | 10 . 190

HTTPport{ (80 3| @

Authentication: () Default logon

® Specific

Username: ‘ onvif-user

Location: | ® DESKTOP-LS3040E >

Add Close Add and close |
e

From the Video tab, Roles and units subtab

Click on the + Video unit to add a device

From the pop-up Manual add window, select ONVIF from the drop-down list
Enter the IP address of your PERCEPT Body Camera

If credentials were changed (as recommended), select Specific and enter them
Click Add or Add and close if adding only one device

Note: The PERCEPT Body Camera can also be added through Unit enrollment discovery wizard, using
ONVIF as the manufacturer.
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Step 3 - Update its identity

® FRolesand units = Archive transfer [ Modules #- Cloud Storage B % 10,190,029 - Unit
| -
M =] = < @
* DESKTOP-LS3040F Identity | Properties  Peripherals  Location

Type: Videc unit 2
lon: @ -

+ ") Auis Support Name: |pERCEPT-Gs€¢
® Media Gateway
—T Media Router
2 Unit Assistant Logical ID: | ‘

Description: | PERCEPT Body Camera

Relationships: | 4 &% 10.190,0.29 - Unit
» T Child devices
» = Cameras
b 4 Actions
» 8 Role

Manufacturer. - IOGNODES
Product type: PERCEPT-BWC
: C4-41-37-53-DA-4C

: 103.0.12 &

4

=+ videounit ¥ X Delete 1 Unit enrollment ® Unit ~ » Copy configuration tool ¥ Maintenance v “~ Cancel Apply

1.
2.
3.
4,

Expand the Archiver and select the newly added PERCEPT Body Camera

Select the Identity tab

Update its Name and Description

Apply changes and confirm whether you want to rename related devices as well
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4.2 Configure Panomorph lens dewarping

® Roles and units = Archive transfer [)! Modules # Cloud Storage £ [ ™' PERCEPT-GSC

[serch ¥ =] b ] ] 7 L
) D aErEE e Identity Video Recording Video analytics  Privacy protection | Hardware
4 = Archiver 2
4 W PERCEPT-GSC PTZ: o
| M PER sc
» % Supp_E100HD
¥ "[F) Axis Support Speaker: T:' PERCEPT-GSC - Speaker - 01
® Media Gateway
;:_ Media Router Microphone: PERCEPT-GSC - Microphone - 01

% Unit Assistant
3

Lens type: |Panomorph

Con.ﬁgurg !

Camera position: ||Wall

Panomorph Lens Type (RPL): | C1Z2V

Manual calibration

A The len

=k Videounit v Fi Unit enrollment ® Unit v » Copy configuration toal €» Maintenance v

Select the newly added PERCEPT Body Camera device

Select the Hardware tab

From the Lens type drop-down menu, select Panomorph and Apply changes

Click on the Pen icon to open the Configure lens pop-up window

In the Configure lens pop-up window, set Camera position to Wall (best approximation
of the Body Camera usage scenario)

Set the Panomorph Lens Type (RPL) to C1ZZV

7. Click on the Calibrate button

8. Click Ok and Apply changes

vk N

o

Note: Image dewarping is not mandatory. When disabled, the full hemispheric image will be
displayed. When enabled, it must be configured as per the above and orientation metadata
must be disabled as per section 3.4.
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4.3 Configure stream usage

® Rolesand units = Archive transfer [ Modules # Cloud Storage < . ™ PERCEPT-GSC
[ ¥ =] T m =] @ L]
4 ™ DESKTOP-153040F Identity | Wideo | Recording Video analytics  Privacy protection  Hardware
4 E Archiver 2
4 % PERCEPT-GSC

Video quality:

» ") Auis Support esolution: |H-265/HEVIC 2880 x 2880 A
® Media Gateway +
= Media Router Quality: | Default settings
-

- i -
< Unit Assistant Bit rate: | 4096
Image quality:

Frame rate: | 3

Key frame interval:

Recording frame rate: |All frames

Stream usage

Live Recording Low resolution High resolution

Network settings
Boost quality on manual recording (Off)

Boost quality on event recording (Off)

== H.264 - == H.265/HEVC - 2 /| ™= MIPEG -3 3

= Videounit * i Unit enroliment ® Unit ~ W Copy configuration tool 4» Maintenance -

1. Select the newly added PERCEPT Body Camera device
2. Select the Video tab

3. Notice that all video profiles enabled within the PERCEPT Body Camera’s configuration
should be accessible

4. Configure Stream usage for each of these video profiles as required
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4.4 Configure recording

Recording configuration depends on specific system deployment and requirements. This
subsection describes some common scenarios.

4.4.1 Continuous recording

When configured for continuous recording, GSC will connect to the PERCEPT Body Camera and
request the recording stream whenever the camera is within range of the Wi-Fi. This can be
desirable when the body camera’s intended use is within a limited area, such as a business place.

# Config Tool = Video
® Rolesand units = Archive transfer [2)' Maodules % Cloud Storage < -] = PERCEPT-GSC

[ ]
A = | b = & @b L 2
Identity  Video | Recording | Video analytics  Privacy protection  Hardware

SKTOP-LS3040E
4 = Archiver
4 % PERCEPT-GSC .
.~ wpeeeerese 0 () Custom settings
L e e

Recording settings: @ Inherit from Archiver

* "0 Axis Support Recording modes:
? Media Gateway
“ Media Router Automatic cleanup:

% Unit Assistant

3

= Videounit ~ i Unit enroliment ® Unit ~ W Copy configuration tool 4% Maintenance v

1. Select the PERCEPT Body Camera device

2. Select the Recording tab

3. Set the Recording modes as per requirements, noting you may need to check the Custom
settings radio button above.
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4.4.2 Edge storage only

Recording can also be turned off, in which case GSC will never request the recording stream from
the body camera. Only the live stream can be requested on-demand by Genetec Security Desk. In
this use case, the body camera can record data on its local storage then transfer it to GSC archiver
upon reconnection. This configuration can be desirable if personnel is required to only record
when away from the home base.

m o e = @ *

ldentity \Video | Recording  Video analytics  Privacy protection  Hardware

Recording settings: () Inherit from Archiver

® Custom settings

~  Cameras are available for five viewing onby

Recording modes:

Automatic cleanup: ‘o after |14 :| days

For this configuration, select Custom settings, then pick Off from the Recording modes drop-
down list. Users will need to start/stop recording from the PERCEPT Body Camera function
buttons, then transfer recordings to GSC archiver periodically. Edge storage transfers shall be
configured accordingly (refer to subsection 4.5).

4.4.3 Other recording modes

Other recording modes are available from GSC. On motion should not be used with a wearable
camera. Manual allows triggering recording from Genetec Security Desk. Custom allows
configuring different modes at different times based on a schedule.

www.ionodes.com | support@ionodes.com
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4.5 Configure edge storage transfer

® Roles and units | = Archive transfer |[E)! Modules #% Cloud Storage L4 [

1

Transfer group Recurrence Transfer group e » Last transfel Next transfer
MName: | PERCEPT Edge Retrieval

Sources:

+
5

Recurrence: |Manual ~

Wpon reconnection: e

Data: @ All

() Specific

=] ?ackup

Copy archives to the Archiver’s backup path.

=] Retrieve from edge

Copy archives from edge devices to their respective Archiver.

*la

=k Addan entity #1 Unit enrcllment

From the Video Tab, Archive transfer subtab

Click +

Select Retrieve from edge

In the Transfer group properties pop-up window, enter a Name
Click + to add sources for edge video transfer

vk W

www.ionodes.com | support@ionodes.com



PERCEPT

Add sources

4 ® DESKTOP-LS3040E
= PERCEPT-GSC

6. Inthe Add sources pop-up window, select the PERCEPT Body Camera(s)
7. Click Add
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Transfer group propertie

Mame: | PERCEPT Edge Retnieval

Sources: | g PERCEPT-GSC

Recurrence: |Manual ~

Upon reconnection: ‘o [Wait upon reconnection)

o B
Data: @ All

() Specific

Simultaneous transfers | 1

8. Back in the Transfer group properties pop-up window, toggle the Upon reconnection
slider ON
9. Click Save

When a PERCEPT Body Camera connects to the network, recordings stored onboard will
automatically be transferred to the GSC Archiver and become available for playback.

Note: GSC only transfers data for timestamps not already stored in the Archiver. Overall progress of
transfers is only reported within GSC. Data is not deleted from the body camera during or after
its transfer to GSC.
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4.5.1 Considerations for docking station users

When using a PERCEPT-DCK docking station for offloading data to the VMS, there are additional
settings to consider for optimal performance. By default, if the body camera has Wi-Fi connectivity
to GSC, edge storage transfer over Wi-Fi is enabled. This can be disabled to prevent bandwidth
strain on the Wi-Fi network.

— |o N o D E S PERCEPT-BC100 v10.4.0.0 @ administrator

CONFIGURATION

] Configuration 1 System Network _ Video Microphone Speaker  Recorder  Integration
2

2 NETWORK INTERFACES

? CELLULAR

2 HOST NAME CONFIGURATION
v STREAMING

Media Metadata

Prevent Media Playback Over a Wireless Connection 3

2 HTTP CONFIGURATION
2 DISCOVERY
? RTSP CONFIGURATION

> MULTICAST

2 MISCELLANEOUS PORTS

1. From the Configuration page

2. Select the Network tab

3. In the Streaming section, check the Prevent Media Playback Over a Wireless
Connection box, then save the settings

With this setting checked, the body camera ignores data transfer requests from GSC when
connected over Wi-Fi. If GSC edge transfer is configured to occur only upon reconnection (as per
instructions / example configuration above), this transfer will be ignored when reconnection
occurs over Wi-Fi, and GSC will not reattempt to transfer data from the camera until connection is
lost and restored again.
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By configuring GSC data transfer recurrence, periodic attempts will be made to offload data from
the body camera. When the body camera is docked for charging, a periodic attempt will be
accepted, and data transfer will take place over the docking station’s the wired network.

# Config Tool | Video

® Roles and units| = Archive transfer [2! Modules # Cloud Storage | € L

1
Transfer groupn Type Recurrence Status Transferred data size  Last transfer start Last & Last transfer status Next transfer

MName: | PERCEPT Edge Retrieval

Sources: | g PERCEPT-GSC

¥| minutes

2

+ X 2> »

+ Add an entity F{ Unit enrollment

1. From GSC Config Tool, Video Tab, Archive transfer subtab, select the Transfer group
created previously

2. Click on Edit the item (pencil icon)

3. Select a recurrence interval (in example shown, GSC will poll body cameras every 15
minutes for available data to transfer)

4. Save this change

Note: Since GSC only transfers data for timestamps not already stored in the Archiver, data will only
be transferred once.
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5 Viewing video from the PERCEPT Body Camera inside Security
Desk

The user can view live and recorded footage from the body camera using Genetec Security Desk.

¥ [[2 = PERCEPT-GSC

B

,3
=i

4 ™ DESKTOP-LS3040E

G

When Panomorph dewarping is enabled, the user will be able to navigate (zoom in/out and move)
inside the image using virtual PTZ controls.
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#. Monitoring

Y 2 ®' PERCEPT-GSC
[Enae

When Panomorph support is disabled or virtual PTZ is zoomed out completely, the user will see
the full hemisphere captured by the camera (along with the QR Codes metadata in the corners).
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